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3.1 BubHeATE

TELIEAB A, TEEHIfR Kubernetes FT7E EHUATPAE CAE M I & HERCH IR+,

« Kubernetes 1.17/1.18/1.19/1.20/1.21/1.22/1.23/1.24/1.25/1.26

2 LA A A
£ FF Linux “F & _EAY Kubernetes SHEMHRE

3.2.1 Linux $ERSE

Kubernetes JEM BRI 7R FE LA TREE, DANRIEEAE master 17 mHT,

1. WIANBETE master 1 i flE, MIFFZEM master 1958 UL admin.conf XHE| node 195 L

scp /etc/kubernetes/admin.conf root@<Tifs: IP>:/etc/kubernetes/
echo "export KUBECONFIG=/etc/kubernetes/admin.conf" >> ~/.bash_profile

source ~/.bash_profile

2. TEBIB (BMWRETE TR, MAIINEREREET N, FHMms TEHEE T A.)
BigamR:

docker load -i agent-k8s-version.tar #docker

ctr image import agent-k8s-version.tar #containerd

)

3. ARG

[sudo docker images| grep k8s T FH ctr images 1ls | grep k8s MY EHR

4. AEaAZERENEETE hostid

kubectl create ns backup

uuidgen -r | sed "s/-//g" # configmaps Hhostid EMBEHCIEE

5. cluster.yaml ZFHECEU T~
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-
apiVersion: rbac.authorization.k8s.io/vl

kind: ClusterRoleBinding
metadata:
name: backup-k8s
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: default

namespace: backup

kubectl apply -f cluster.yaml

6. sc-config-map.yaml SHEEIEIT:

-

apiVersion: vl
kind: ConfigMap
metadata:
name: sc-config
namespace: backup
data:
# BRI E Jsond
config.json: |
{
"esi": [
"csi-rbd-sc", #csi A B EIR S PLER LI TR ZR R T
"csi-rbd-delete"
1,
"nfs": [
"managed-nfs-storage", #nfséﬁEQﬂ§z§nfsﬂ}ﬁlE@*ﬁﬂ*
"nfs-csi-sc",
"nfs-provisioner"
1,
"local": [
"local-storage" #local4RIAE {F F 25 45 B9 4

7. agent ZHEELEWT (AIEBZREHATZIE, &R ARBERIES TR Ut, 38 2R T REE &
F[F—H5 4, A local volume AU L HAHERE agent pod)

g
apiVersion: apps/vl

kind: StatefulSet
metadata:

name: backup-agent
namespace: backup
spec:

selector:

matchLabels:
app: backup-agent

serviceName: backup-agent

(BT M)

3. B2 I
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replicas: 1 # RIZ#K
template:
metadata:
labels:
app: backup-agent
spec:
containers:
- env:
- name: BACKUPD_HOST
value: 172.16.30.197 #FEMEK
- name: BACKUPD_PORT
value: "50305"
- name: HOSTID_O # $§REhostid, MRS 04
value: 9e26580745ab41fea2f80bf96e739186
- name: BACKUPD_SSL
value: "false"
- name: POD_IMAGE
# IRIELFFIBERIEEN, docker images | grep pause
value: registry.aliyuncs.com/k8sxio/pause:3.2
- name: POD_NAME
value: backup-pod
- name: DEPLOY_METHOD
value: statefulset
- name: HOSTNAME
valueFrom:
fieldRef:
fieldPath: metadata.name
# - name: BACKUPD_ACCESS_KEY
value: "42fff1271225cf15198e55a886e78945"
- name: BACKUP_NODE
valueFrom:
fieldRef:
fieldPath: spec.nodeName
# HRIRE, RF\EMFBRHITENR
image: registry.docker.scutech.com/stable/focal/agent-k8s:version
imagePullPolicy: IfNotPresent
name: agent
resources: {}
securityContext:
privileged: true
volumeMounts:
- mountPath: /var/log/dbackup3
name: log-volume
- mountPath: /var/opt/scutech/dbackup3/agent
name: opt-volume
- mountPath: /var/lib/kubelet/pods
mountPropagation: HostToContainer
name: pods-path
- mountPath: /dev
mountPropagation: HostToContainer
name: dev
- mountPath: /opt/storage_class
name: storage-class

— name: host-time

3.2. LM
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mountPath: /etc/localtime
hostIPC: true
hostNetwork: true
hostPID: true
#nodeName: k8s-master-85 #}5%EnodeT M, LAN-FreeATMECE, BINAREE

#nodeSelector:
# kubernetes.io/hostname: k8s-master-85 #3}5§EnodeT 5, LAN-FreeATECE
volumes:

- hostPath:

path: /var/lib/kubelet/pods
name: pods-path
- hostPath:
path: /dev
name: dev
- hostPath:
path: /opt/data/opt_volume
name: opt-volume
- hostPath:
path: /opt/data/log_volume
name: log-volume
- name: host-time
hostPath:
path: /etc/localtime
- name: storage-class
configMap:
name: sc-config
items:
- key: "config.json"

path: "config.json"

3.3 KA LRI

1. BEEMREWEFRZS N running, kubect] get pod -n backup (backup M= 0, AIRELIMERER)

[root@k8s-master-106 ~]# kubectl get pod -n backup
NAME READY  STATUS RESTARTS  AGE
backup-agent-0  1/1 Running 3 7h46m

6 3. ARG AN B
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5.1 #arIeRy

iM#5 Kubernetes & {324t 7 — R E LAY #5027 :
. ERED
{1 Kubernetes HEIFTAEHE, DAR AT DAV IXLE LRI 2 95 H &,
o RSN
WERMNETEeSENEE, ST bk /RS0 DORBERRI BRI,

5.2 #11RI%

Mt 6 MatritXl, 2R —k0 BN BR. BE. 8.
o 2RI PENLOIEIERIAIT,
o IR ARAESEE R RIAIT — K,
o BN PENEARERAE R E AN R 0 P DR RE /N /20 B I R EE 2 3BT
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5.3 B2

TEEMME Kubernetes £EEZ /i, TELRIUEC 52N FR/E:

1. BERFRS
BEEFOnEES e, WA [BEIR] 7, EMUF Kubernetes WIFHER TR “TELR” KA, R AELIR
A, EKREEHARHERRS. Kubernetes IR E B IEHIBIT,.

2. KeEFhEh

(D) mEdeEasish, G Eigt), A (#ifft] i,
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(2) MERRXEGAERME, WREH, BESEEMTM (EiEh), AEFMEIF NG HaiHEH e
Fo

5.4 BRI

QIEEE IR EEN Z R, EBAACLEMEERE EB S Kubernetes 26, ¥ Kubernetes &5 IE, M5
KR EHINET

« Access key JAIE

i 4 AEE P Access Key B U Sk, & T ICIERBURE R G H P &GS sl S h 5 A B 1
1‘%5{0

#/ik:
1. Access Key INUEBRIAR B, HEIE, TRERE&EGE, A (RE] @, f717F (Z2] "81, o
i% [Access Key E%32H41],
2. KRBT Access key: BRiITHIG, mdiha LA [MAKE] &% (KSLE], £ [EiEm] R3] Access
Key, Hrith [&EF], KECYRTEFRHFH Access Keyo

5.5 A

Kubernetes 31 E 2 fi, HMEHM EAY Kubernetes EFERS BB L., XBEIRMT Linux F& L&
% Kubernetes BERIRESHI M2,

1. systemctl status kubelet, & kubelet ARF5ZENIER active(running)o

-

[root@k8s-master-106 ~]# systemctl status kubelet
kubelet.service - kubelet: The Kubernetes Node Agent
Loaded: loaded (/usr/lib/systemd/system/kubelet.service; enabled; vendor preset: disabled)
Drop-In: /usr/lib/systemd/system/kubelet.service.d
10-kubeadm. conf
Active: active (running) since Thu 2022-10-20 16:47:15 CST; 53min ago
Docs: https://kubernetes.io/docs/
Main PID: 1169 (kubelet)
Tasks: 29
Memory: 161.6M
CGroup: /system.slice/kubelet.service
1169 /usr/bin/kubelet --bootstrap-kubeconfig=/etc/kubernetes/bootstrap-kubelet.conf --
—kubeconfig=/etc/kubernetes/kubelet.conf --config=/var/lib/kubelet/config.yaml --network-plugin...

2. kubectl get nodes -owide, #&F Kubernetes SEEFBIRA, 1EWLAFTE T AHY version METF v1.17.0,
MIARSH: CSI K8, HEBFE node T HIZES I Readyo

[root@k8s-master-106 ~]# kubectl get nodes —owide

NAME STATUS  ROLES AGE  VERSION  INTERNAL-IP EXTERNAL-IP  0S-IMAGE U
— KERNEL-VERSION CONTAINER-RUNTIME

k8s-master-106  Ready master 30d v1.19.5 172.16.12.106  <none> Cent0S Linux 7,
—(Core) 5.4.219-1.el7.elrepo.x86_64 docker://19.3.11

k8s-node-107 Ready <none> 30d v1.19.5 172.16.12.107  <none> Cent0S Linux 7,
—(Core) 5.4.219-1.el7.elrepo.x86_64 docker://19.3.11

Ty
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k8s-node-108 Ready <none> 30d vl1.19.5 172.16.12.108 <none> Cent0S Linux 7,
<+ (Core)  5.4.219-1.el7.elrepo.x86_64  docker://19.3.11

L

3. kubectl get pod -A, &FH Kubernetes BEEFTE pod 27N Running,

-

[root@k8s-master-106 ~]# kubectl get pod -A

NAMESPACE NAME READY  STATUS RESTARTS  AGE
backup backup-agent-0 1/1 Running 3 7h15m
kube-system calico-kube-controllers-6c89d944d5-sgspg 1/1 Running S 30d
kube-system calico-node-442p9 1/1 Running 9 30d
kube-system calico-node-hqlx4 1/1 Running 7 304
kube-system calico-node-srnvz 1/1 Running 7 30d
kube-system coredns-59¢898cd69-bcf7r 1/1 Running 9 30d
kube-system coredns-59¢898cd69-t97vc 1/1 Running 10 30d
kube-system etcd-k8s-master-106 1/1 Running © 30d
kube-system kube-apiserver-k8s-master-106 1/1 Running 13 304
kube-system kube-controller-manager-k8s-master-106 1/1 Running 76 30d

4. kubectl get sc, BHREGITIE CSI JREIXS WM StorageClass, PAM StorageClass XM RECLAIMPOLICY
£ N Delete; # RECLAIMPOLICY A4 Delete, WIAEAIZGTIRMEAT &40 f5 K TCTE MR &8 3 lm i 61 22
KA PV #l Ceph Y,

[root@k8s-master-106 ~]# kubectl get sc
NAME PROVISIONER RECLAIMPOLICY  VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION AGE

csi-rbd-sc  rbd.csi.ceph.com Delete Immediate true 30d

5. ceph -s, &F ceph EHREER LR, SO ceph SEHE BB, ceph iRA: ceph version 14.2.22
(ceph IRATFERT v14.0), I HERABRARNMET 5.1,

[root@k8s-master-106 ~]# ceph -s

cluster:
id: 948d9908-dd20-4866-beea-e798e82£0252
health: HEALTH_OK

services:
mon: 1 daemons, quorum k8s-master-106 (age 24h)
mgr: k8s-master-106(active, since 24h)
osd: 3 osds: 3 up (since 24h), 3 in (since 5d)

data:
pools: 1 pools, 128 pgs
objects: 825 objects, 2.3 GiB
usage: 9.8 GiB used, 590 GiB / 600 GiB avail

pgs: 128 active+clean

io:

client: 62 KiB/s wr, O op/s rd, 4 op/s wr

/iE:

1. M EINFEARE LA REHEAT Kubernetes 817,
2. Kubernetes v1.20 JF4h, 2KIA M BR T metadata.selflLink 7 B, 2R &0 20 N 75 28 4K #f F 31X D

10 5. #hr
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F B, a0 nfs-client-provisioner, R A Eh 2 AXLENH, BEFEENBHZF K
1H 1B W /etc/kubernetes/manifests/kube-apiserver.yaml X ﬁ:, FHEEBEHh=HPEMm—17 -
--feature-gates=RemoveSelfLink=false FHHUT kubectl apply -f kube-apiserver.yaml

3. B IKEE| LAN-Free th, TEHATLANP IR, SE—: FrfTE FHL load P modprobe iscsi_tcp, Al
1smod | grep iscsi_tcp MPEEEGHIITHYI, 5 AN pod BHEIAT /usr/sbin/iscsid

4. FOYAIHACR Ceph SEBEE B3R,

5. CSI 2% §#%: ceph-csi.git

6. RIESEHERE: external-snapshotter.git

5.6 QAR OIEAL

R, mdi (@], EERESEOI T, FEFERFETR Kubernetes K6, midi [F—%1,
£ (O WE] i, EFE—D R, AiEEmRE&EII Kubernetes, midi [F—%],
£ wtrERR] i, e, Sd CF—2)

£ [EribR] i, e DHNIRE, SFahRl, &b (P21

o SZRM: FECENESZENIGAAT, (EMARSJEPELAZ RIDTAaHAIT,

o R FEPENASESITISE], (ENARSG AL T2 RIRAS, SFRNATEE PUTH RS LA T,

o BN FEMEARTE IR E RN EL, SN ITE L, BIETEEDY 1~24 Z RIAVEEEL

o BR: fEEWARIERENRE, SRREPITEL, BIEEEDY 1-5 ZRIEEEL,

o B fRERIEREN AL, fEEAESRABITIEL, EaliRB R, X ENnEr 251
AT IR,

o A EERERIEREN ALY, fEEEEABHITEL, B2/ A, 58X AFTHERN 2
H/ BRI T — 1R,

5. KHE [Finidm), MRESEREFMIETMSIEN, S2EF&MEN, <& [F—$],
6. /£ [epkd mim, WE k4], FREFLEREZGHR, &d [FEX].

7. R IIE, HEBPEEEINEL T, BOEA] DRI TR, gtE. MHPRSEE BRIE,
o BRI

L

® 1 I H AR

b= fliid FR A1 35 B

&4 NNV SRR

- NEGE: & dEP ARG,

- AT B RS, TS S RE.

- PR SRR, RO EGERE,

IR TR IR AT e i a e, JEIEREIA N 1, IERURELDY 1-255,
BAAN,
—AREER CPU BB —3, B CPU B JERERIERmA
Hﬂﬁo
DR sFERIPRIR PR3, RIS CST X B A 70 /5 1% 0 CSI A

K%O
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6.2 BT PR

O ALK E AR AL R SRR -

1fERsesh, S (RED, A (KE] TUm,
2. 16 [FHUABIR] T, 1% Kubernetes FTEENIFISLH, widi [F—%],
3. 16 [ rte] mimH, S8R L R RME:

(1) (REFA) JEEERREIRE.
(2) LR (FhH].
(3) MEFRRERNK, sdi [(F—F).

4. 18 (IREHR] oim, SHHREFANSSE. mdi (F—%],
CAE (WREHR) Dum, &S CSZRDT sRC—k”, A (R4
o MEEE SZEN”, PENLAIEERALT.
o IEWERE “—IR7, RBEIEALAITTIAR T,
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CAE GERR) oim, REEARR, FRIMKENS. &b BEER], FRHELIT,

- RRINIE, BABRERREIEL TR, SR DO T IR, il MERSE E R,

ik RS, WEEWATRERINR service RIKBCE T IRFIEMZE (BIA0 IP sm HEEID MSBUELE
BUEEHE XK E RS, FEMRPEREE R TR service PEIFH HE A 1P M,
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J#H#E N Kubernetes $24t 7 ARG LT :

o BRI

YkE ik Rl 14 5 B
TR B8 12 SR E B JFE e A s a4 2 F, BRIARE 2RISR,
AR T | R4S RFEEMHEE pod AR, RIEERE aE 5
BRI E AL BRI (bean 1P ik BRhSe), RlERERE Bk
S AP JE MR, G iR IR R (Ean 1P stk I ae), 15

R RIS FF ARSI TIRE ; GRS, HILS 5 RE R B

FHe&IE,

o EYRIEI:
= 4 IRE S POETT

ke iR REL il P4 150 BH
Mr£k B I [F] XHFE 1~60, BN, TEIRERE MRS L LR EE SR

ARBHAT,
W R SRR R IMIX AN 10MiB, IR E W REHEEIMIX RN,
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2. Kubernetes Version AMET v1.17.00
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Kif

WifH

CustomResourceDefinition

namespace

Master
Node

Container

Pod

Service

NodePort
StorageClass
VolumeSnapshotClass

VolumeSnapshotContent

VolumeSnapshot
Persistent Volume
Persistent VolumeClaim
Secret

ConfigMap

ServiceAccount

fEiFR CRD, AR HZE—EAEM, HTE P BE B EN R,

Kubernetes (RI#F K8s) ##Z MNEMIERE, TENRKEMG TR —MH%E
B, XEEERERAN namespace (A2, fEIFR NS), BT R EIES
BL4a AN [F] namespace, AJCALEBIRIE ARG ERIRRES, DATT XN A E S IRAY
fREEHMER, F—Dama2 B NERMEEAREES, RNRmA2E N
BRI VP ES,

K8s BN, XMATXRZ Node,
K8s HEREHIPLER TR, — Node X N — N BARRI VBN EEE L,
BBAR.

A]DAFE K8s HHAIEAIE M, &/ AIEZBNITEHIT, — Pod AJAEE
— A EiEZ A Container,

Z AR Pod AR — DRSS, Gt—XIMEAEIRSS .
B K8s SREFIN TS SEREmEITNAI RL8 R 55 27,
NEM R T —MEER B EN A “K7 17T,
PRt T —FhERC B TR R A “28” T

mpRig, WEH R CRERERTIERR. MERAERE TR
—H, EHREEPRRE,

PR TEIRIBATER, ERCTRAGREN,

FAE, iR PV, BEEN, HEHE RSB,
FABHE, ®FR PVC, P AR —RIER,
MERRBFRREFBRER, FINEE, OAuth WA SSH #H.
—f APT M5, RIERREAEHLE PRI EE R A7 B EX .

N Pod HIBTTHERERR M T —MRIR,
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%% 6 - & L1

Ki& WiAA

LimitRange LimitRange 27E 4= BIARHIFEIESEL (4521 Pod 8( Container) IR
S

CSI CSI £#7/2 Container Storage Interface, /&K H Kubernetes, Mesos.
Docker ZF#EX AR A HlE B — MTR R OIS, BEREREERS
RBRARSN R, CSIATEE T A FER RSB CSI 3RAR Volume
Plugin B/ MEIEERIERE L

il if% (Clone ) BEERBNEEM Kubernetes HEIEEIA, B0 MGTIHTE

ReplicationController

ReplicaSet

Deployment

ApiServer

TLEE

DaemonSet

StatefulSet

kubectl

PREE R, TR HSORF CST JREIRE T

ReplicationController f#% RC, FZAEMHZOIEFMEHE—1 Pod HZE|
A (Replicas )o

ReplicaSet fal#% RS, FEAEHRHET —HIEEMNREALL T2 TIRERT Pod
RIARRERE, BTH—RE RC, A2 RC,

Deployment A] AEEZE RC HUHEEEE, BR T4t Pod EHEIIRE, BMYMEHL
TR, IRARIERE R, — BB FRIIASERAIE RC/RS, TMEiE
AN = BT Deployment K H a1l RC/RS,

ApiServer f2t T K8s FREIENFR (Pod, RC. Service ) IR E K
W55 HTTP Rest #2M, 2N RGNEGE SLMMEHEF0,

BSOS TEEHER R namespace FBRFFAGFEIFEHES MU H B BT IRESE.

DaemonSet REFCRIEAIEN Pod fERHHINE—& (EHEE) Node L#iz
T—NEIA, MRERHFFEMATH B Node, DaecmonSet HHJ Pod £
PEITEF A Node EizfT, MIER— DaemonSet 2R A E A1
1Y Pod,

StatefulSet 2144 Pod fRBEME—FRERIFEE RS, EA] PLRIERZ MY R
7528

kubectl & Kubernetes fJai4T T.H (CLD, f& Kubernetes F P FIEH A
VEREHT A,
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